SIEMENS

JlneT Tex. paHHbIX 6GK5874-3AA00-2AA2

SCALANCE M874-3 3G router; for wireless IP communication from
Ethernet-based programmable controllers via 3G mobile radio HSPA+,
VPN, firewall, NAT; 2-port switch; 1x digital input, 1x digital output; observe
national approvals.

CKOpPOCTb nepepayun

CKOpOCTb Nnepeaayun 10 Mbit/s, 100 Mbit/s
CKOpPOCTb nepeayn
e npu nepepave GPRS / npu HucxoasLwwem kaHane 85,6 kbit/s
CBS3U / Makc.
e npu nepegave GPRS / npu Bocxogswem kaHane 85,6 kbit/s
CBA3K / Makc.
o npu nepepave eGPRS / npu H1ucxopsLwem kaHane 236,8 kbit/s
CBS3K / Makc.
e npu nepenadve eGPRS / npu Bocxofsilem kaHane 236,8 kbit/s
CBsA3M / Makc.
e npu nepegade UMTS / npu H1Cxoaswem kaHane 14,4 Mbit/s
CBS3K / Makc.
e npu nepegave UMTS / npu BocxogsLem kaHane 5,76 Mbit/s

CBS3KN / Makc.
nHTepdencobl
YMCIIO INEKTPUYECKNX COEANHEHMN

® [Nl BHYTPEHHEN ceTn 2
® [11151 BHELUHEN ceTun 1
YKCIO ANEKTPUYECKMX COEANHEHUI
® [Nl UCTOYHMKA NMUTaHUS 2
UCMOSHEeHVe pa3bemMa NUTaHus
® [15151 BHYTPEHHEN ceTn MopT RJ45 (10/100 M6wT/c, BUTas napa, dyHkums Auto-Crossover)
® [15151 HAPY)XHbIX aHTEHH AHTeHHoe rHe3go SMA (50 Om)
® [15151 UICTOYHMKA NMUTaHKS KnemmMHuk
BMA ceTn 6ecnpoBOAHON CBA3W / NnopaepxuBaeTcs UMTS, GSM
BV MOBUMNBbHON CBSI3N / NoadepX1uBaeTcst nakeTHas pagnocBsdb obuero nonb3osaHuns (GPRS), eGPRS, HSPA+
paboyasi yactoTta / npu nepegade GSM 850 MIwu, 900 MITu, 1800 MI'y, 1900 My
pabouyasi yactoTa / npu nepegave UMTS 800 Mrw, 850 My, 900 MI'y, 1900 My, 2100 My,
HanpshkeHve NUTaHus / HOM. 3HadYeHne 24V
HanpsbkeHne nNuTaHus / pacyeTHoe 3HaveHune 10,8 ... 28,8
TUN HaNPSHKEHUS / HANPSKEHUSI MUTaHUA MocT. TOK
noTpebnsemsbi TOk
® Mpy NOCTOSIHHOM Toke / Npu 24 B / TUNWYHBI 0,33 A
MOLLHOCTb noTepb \[BT]
® MakKC. 8 W

OKpY’KaroLuue yCrioBus
okpy»xatoLLias Temneparypa

® Mpy 3KcnnyaTaumm -20 ... +60 °C
® Mpy XpaHeHun -40 ... +85 °C
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OoTHOCUTENbHasA atMocdepHas BrnaxHocTb / npu 25 °C /

npv aKkcnayaTtauum / makc.
cTeneHb 3awmThl IP

KOHCTPYKLUMUSA, pa3Mepbl 1 Macca

95 %

1P20

KOHCTPYKLMS

rmybvHa

BblCOTA

LUMPpUHA

macca HeTTo

BUA KpenneHun
e 35 MM, MOHTax Ha DIN-peiiky
® MOHTaX Ha nNpodunbHON WnHe ans S7-300
® MOHTaX Ha nNpodunbHON WnHe ans S7-1500
@ HaCTEHHbIi MOHTaX

KomnakTHasi KOHCTpyKLUms
127 mm

147 mm

35 mm

3779

Oa
Oa
Oa
Oa

XapaKTepUCTUKU, (PYHKLIUMU, KOMMOHEHTbI usgenus / oowmmn

yHKUMA n3genus
e knueHT DynDNS
® KMMEeHT no-ip.com

Oa
Oa

byHKUMM n3genus | ynpaeneHue, KOHUrypmposaHue,

YyHKUMSA n3genus

e CLI

e Beb-ynpaBneHune

e nogaepxka MIB

e TRAPS no anekTpoHHOM noyte
npoToKorn / nogaepxuBaeTcs

e Telnet

e HTTP

o HTTPS
cnocob NpoeKTUpoBaHWs

npoeKTupoBaHue

Oa
Oa
Oa
Oa

Oa
Oa
Oa

Beb6-meHemKMEHT

dyHKUMN nsgenus / guarHocTuka
npoToKorn / nogaepxuBaeTcs
e SNMP v1
e SNMP v2
e SNMP v2c
e SNMP v3
yHKUMA n3penus
e cTaTWCTVKa pa3MepoB NakeToB
® CTaTMUCTUKA TUMOB NaKeToB
e cTaTucTuka owmnbok
e SyslLog
® XXypHarn punbTpauuy NakeToB

Oa
Oa
Oa
Oa

Het
Het
Het
Oa
Oa

¢yHkumn nspenusa /| DHCP

yHKUMA n3penus
o knneHT DHCP
e cepBep DHCP - BHyTpeHHss ceTb

Oa
Oa

¢yHKUMN n3penus /| mapwpyTusaums
PYyHKUMSA MapLupyTusaTopa
o NAT (IP Masquerading)
e nepeazpecauusi NopToB
o NAT-Traversal
e 1:1 NAT
e OycdhepHas namatb DNS

byHKUMM n3penus / 6esonacHoCcTb
npuroaHocTb K npumeHenuto / Virtual Private Network
vcnonHeHne bpaHgmayapa
yHKUMSA n3genus

MHcnekuus nakeToB ¢ XpaHeHneM COCTOAHUA

e 3awuTa naponem Oa
® (bunbTP NakeToB Oa
® OrpaHMyMTENb LIMPOKOBELLATENbHON/ Het
MHOroagpecHol/ ogHoaapecHon nepeaayn
yHKUMA n3genus
e OMOKMPOBKA LUMPOKOBELLATENbHONM Nepeaayn Het
6GK58743AA002AA2 .
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e npu coeamHeHun VPN
UMCIO BO3MOXHbIX coeauHeHui / npu coeamHerun VPN

BWA KOHTPONS NMOASIMHHOCTY / B BUPTYaribHOWM YacTHOM
cetn/ PSK

npoTokon / noaaepxveaeTcs
e TyHHenb IPsec n pexxum nepegayv

OnvHa kopa
e 1/ npu IPsec AES / B BUpTyanbHOW 4YacTHOW ceTn
e 2 / npu IPsec AES / B BUpTyanbHow YacTHOW CeTu
e 3/ npu IPsec AES / B BupTyanbHow 4acTHOW ceTu
e npu IPsec 3DES / B BupTyanbHoW 4YacTHOW ceTu

BuA npotokona Internet Key Exchange / B BupTyansHon
yacTHOM ceTun

e pexxum Main Mode

® ObICTPbIN PEXUM
€nocob KOHTPONS NOANMHHOCTY NakeTa / B BUPTyarbHOW
YacTHoM ceTn
npocunb IETF / B BUpTyanbHoOW YacTHoW cetu /
cepTudumkat X.509v3

IPsec, OpenVPN (B kayecTBe KnneHTa)
20
Oa

Oa

128 bit
192 bit
256 bit
168 bit

Oa
Oa
MD5, SHA-1, SHA-256, SHA-384, SHA-512

Oa

byHKUMM nspenus / Bpems

npoTokon / noaaepxmeaeTcs
o NTP
e SNTP

HOPMblI, cneumbukauuu, AOoNyCKU

cTaHpapT
e nns OMC

® /11151 B3PbIBOOMACHON 30HbI
® NS U3NYy4YeHNsi NoMex
® 1115 MOMEXOYCTONYMBOCTMN

cepTudunKkaT COOTBETCTBUSA
e mapkupoBka CE
e fonyck CCC

ETSI EN 301 489-1, ETSI EN 301 489-7, ETSI EN 301 489-24, EN
61000-6-2, EN 61000-6-4

EN 60079-15, EN 60079-0, Il 3 G Ex nA IIC T4 Gc, KEMA 07ATEX0145
X

ETSI EN 301 489-1, ETSI EN 301 489-7, ETSI EN 301 489-24, EN
61000-6-4

ETSI EN 301 489-1, ETSI EN 301 489-7, ETSI EN 301 489-24, EN
61000-6-2

Oa
Oa

pononHuTenbHasa uHgopmauus / Be6-ccbiniku
NHTEPHET-CCbINka
® Ha BeO-canT: NpoMbILLIEHHAs CBA3b
e Ha Beb-canT: Industry Mall
e Ha Beb-canT: Information and Download Center

e k Beb-calTy: NoMoLLb Npu BbIGope NPOBOAOB U
LITEeKepoB

e Ha BeO-canT: 6a3a gaHHbIX U306paKeHUn
® Ha Beb-canT: MmeHemxep ckaumBaHust CAx
e Ha Beb-canT: Industry Online Support

http://www.siemens.com/simatic-net
https://mall.industry.siemens.com
http://www.siemens.com/industry/infocenter
http://www.siemens.com/snst

http://automation.siemens.com/bilddb
http://www.siemens.com/cax
https://support.industry.siemens.com

cBefeHus o 6esonacHoOCTU
nHpopmaLms o GesonacHocT

nocnegHee UsMeHeHue:

Komnanusi Siemens npegnaraet NnpoayKUMIo 1 peLLueHns ¢ yHKLMSMU
npomelLneHHon 6esonacHoctu Industrial Security, o6ecneunsatoLLmm
HapexHyto 1 6esonacHyto paboTy ycTaHOBOK, cucTeM, 060opyaoBaHuMS,
yCTponcTB u/vnu ceten. OHM NpeacTaBnsOT COOON BaXHbIe
KOMMOHEHTbI B €4NHOM KOHLIeNLUM NPOMBILLIIEHHON 6€30MacHOCTY.
[Moatomy npogykums n pelieHns Siemens NOCTOSIHHO
coBepLueHcTBytoTCA. Komnanus Siemens pekomeHayeT perynsipHo
y3HaBaTb 06 06HOBMEHMAX Npoaykumu. [Ana obecneyeHnss HagexHowm

1 6e3onacHon paboTbl NPOAYKLMN U peLleHnin Siemens pekoMeHayeTcs
NMPUHYMaTL COOTBETCTBYIOLLME MEPbI 3aLUUTbI (HANpuMep, KOHLenuus
CEerMEeHTHOM 3alUmnThbl) U MHTEFPUPOBATb KaXXabl KOMMOHEHT B €ANHYHO
KOHLIeNLM0 NPOMBILLIIEHHON 6€30MacHOCTH, COOTBETCTBYHOLLYIO
rocrnesHeMy YpoBHIO pa3BuUTUsi TEXHUKK. Mpy 3Tom criegyeT obpallatb
BHVMMaHue Ha ucnonbdyemoe ob6opyaoBaHue Apyrx NPOU3BOAUTENEN.
[ononHnTenbHyo MHPOPMaLIMIO O MPOMbILLIIEHHOW Ge30nacHOCTH
MOXHO Nony4nTb Mo ccbifke http://www.siemens.com/industrialsecurity.
YT106bI MOCTOAHHO Nony4YaTh MHOPMaLIMI0 06 OGHOBMNEHUSX HALLEN
NpPoAyKUMK, NOANULINTECH HA PACCHINKY ANsi KOHKPETHOro TMna
npoaykummn. [JJononHUTENbHYI0 MHOPMALIMIO MOXKHO NOMYyYnUTb

no ccoinke http://support.automation.siemens.com. (V3.4)
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