SIEMENS

JlneT Tex. paHHbIX 6GK5874-2AA00-2AA2

SCALANCE M874-2 2G router; for wireless IP communication from
Ethernet- based automation devices via 2G mobile radio VPN, Firewall,
NAT; 2-port switch; 1x digital input, 1x digital output; observe national
approvals.

CKOpPOCTb nepepayun

CKOpOCTb Nnepeaayun 10 Mbit/s, 100 Mbit/s
CKOpOCTb Nnepeaayn

e npu nepepave GPRS / npu HucxoasLwwem kaHane 85,6 kbit/s

cBsA3n / Makc.

e npu nepegave GPRS / npu Bocxogswem kaHane 85,6 kbit/s

CBS13K / Makc.

o npu nepepave eGPRS / npu H1ucxopsLwem kaHane 236,8 kbit/s

cBsi3n / Makc.

e npu nepenadve eGPRS / npu Bocxofsilem kaHane 236,8 kbit/s

CBS13U1 / Makc.

nHTepdencbl

YMCIO ANEKTPUYECKUX COEAUHEHMN

® [N BHyTPEHHEN ceTn 2
® 11 BHELUHEN ceTun 1
YKCINO ANEKTPUYECKMX COEANHEHUI
® [Nl UCTOYHMKA NUTaHUS 2
UCMOMHEHWE pasbema nuTaHus
® [1515 BHYTPEHHEN ceTn MopT RJ45 (10/100 M6uT/c, BUTas napa, dyHkums Auto-Crossover)
® [Nl HaPYXXHbIX aHTEHH AHTeHHoe rHe3go SMA (50 Om)
® 1151 ICTOYHMKA NUTaHNS KnemmHuk
BUA ceTun 6ecnpoBOAHON CBSA3W / noaaepkmBaeTcs GSM
BMA MOOWUNbHOW CBA3W / NoAAepXuBaeTcs nakeTHas pagnocss3b obuiero nonb3oBaHus (GPRS), eGPRS
paboyasi yactoTta / npu nepegade GSM 850 MIu, 900 MI"u, 1800 MI'y, 1900 MI'y
HanpshkeHve NUTaHusl / HOM. 3Ha4YeHve 24V
HanpshkeHve NUTaHus / pacyeTHoe 3HaYeHne 10,8 ... 28,8
TUN HaNPSXXEHUS / HAaNPSXKEeHNS MUTaHns MoCT. TOK
noTpebnsemsiin ToK
® MpY NOCTOSIHHOM TOke / Npu 24 B / TUNWYHBIA 0,33 A
MOLLHOCTb noTepb \[BT]
® MakKC. 8 W

OKpyKaloLuue ycrnoeusi
oKpy>KaroLas TemMneparypa

® Mpy 3KcnnyaTaumm -20 ... +60 °C
® Mpy XpaHeHun -40 ... +85 °C
OoTHOCUTENbHas aTMocdepHast BrnaxHocTb / npu 25 °C / 95 %
npu akcnnyaTauum / Makc.
cTeneHb 3awuTbl IP P20
KOHCTRVKLING KomnakTHas KOHCTPVKIING
6GK58742AA002AA2
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rnybvHa

BbICOTA

LIMpuHa

macca HeTTo

BUA KpenmneHumn
e 35 MM, MoHTax Ha DIN-peiiky
® MOHTaX Ha npodunbHon WwrHe ansa S7-300
® MOHTaX Ha npodunbHON WnHe ans S7-1500
® HACTEHHbIN MOHTaX

127 mm
147 mm
35 mm
379g

Oa
Oa
Oa
Oa

XapaKTepUCTUKU, (PYHKLIUMU, KOMMOHEHTbI usgenus / oowumn

yHKUMSA n3genus
e knneHT DynDNS
® KIMMEeHT no-ip.com

Oa
Oa

byHKUMM n3genus | ynpaeneHue, KOHUrypuposaHue, NpoeKTUpoBaHue

dyHKUMA n3penus

e CLI

e Beb-ynpaBneHune

e noaaepxka MIB

e TRAPS no anekTpoHHOM noyte
npoTokor / nogaepXkvBaeTcs

e Telnet

o HTTP

e HTTPS
cnocob NpoeKTUpoBaHNs

Oa
Oa
Oa
Oa

Oa
Oa
Oa

Beb6-MeHemKMEHT

¢yHKUMN n3penus / anarHocTuka
npoToKorn / NnogaepxuBaeTcs
e SNMP v1
e SNMP v2
e SNMP v2c
e SNMP v3
yHKUMA n3penus
e cTaTWCTVKa pPa3MepOoB NakeToB
® cTaTWCTVKa TUMOB MaKeToB
e cTaTucTUka owmnbok
e SyslLog
® XXypHan unbTpauum nakeTos

Oa
Oa
Oa
Oa

Het
Het
Het
Oa
Oa

dyHkuum nsgenus /| DHCP

YyHKUMA n3genus
o knneHT DHCP
e cepBep DHCP - BHyTpeHHss ceTb

byHKUMUU M3genus | MapLipyTusaums
YHKUMA MapLupyTu3aTopa
o NAT (IP Masquerading)
e nepeagpecauusi nopToB
o NAT-Traversal
e 1:1 NAT
e OychepHas namatb DNS

Oa
Oa
Oa
Oa
Oa

dyHKUMM n3penus / 6esonacHoCTb
npuroaHocTb kK NnpumeHenuto / Virtual Private Network
ucnonHeHne bpaHgmayapa
yHKUMSA n3genus

Oa

MHcnekuus nakeToB ¢ XpaHeHNneM COCTOSAHUA

e 3awuTa naponem Oa
® (hunbTP NakeToB Oa
® OrpaHuMyMTENb LIMPOKOBELLATEeNbHON/ Het
MHOroagpecHol/ ogHoaApecHon nepeaayn
yHKUMS n3genus
e GIOKMPOBKA LLUMPOKOBELLIATENBHOW Nepeaayn Het
e npu coeamHeHnn VPN IPsec, OpenVPN (B ka4yecTBe KinveHTa)
UMCIIO BO3MOXHbIX coeauHeHui / npu coeamHerumn VPN 20
BWA, KOHTPOS NOAMWHHOCTY / B BUPTYarnbHON YaCcTHON Oa
cetn / PSK
npoToKor / nogaepXvBaeTcs
e TyHHenNb IPsec n pexvim nepegayv Oa
6GK58742AA002AA2 .
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AnvHa Kopa
e 1/ npu IPsec AES / B BUpTyanbHow YacTHOW CeTu
e 2 / npu IPsec AES / B BUpTyanbHow YacTHOW ceTu
e 3/ npu IPsec AES / B BUpTyanbHoW YacTHOW ceTu
e npu IPsec 3DES / B BupTyanbHoOW 4YacTHOW ceTu

BuA npotokona Internet Key Exchange / B BupTyanbsHoi
YacTHOM ceTn

e pexxum Main Mode

® ObICTPbIN PEXUM
€nocob KOHTPONS NOANMHHOCTY NakeTa / B BUPTyarbHOW
YacTHoM ceTn
npocunb IETF / B BUpTyanbHoOW YacTHoW ceTu /
ceptudumkat X.509v3

128 bit
192 bit
256 bit
168 bit

Oa
Oa
MD5, SHA-1, SHA-256, SHA-384, SHA-512

Oa

yHKUMKN nagenus | Bpems

npoTokon / noaaepxueaeTcs
e NTP
e SNTP

Oa
Oa

HOPMbI, cneuuduKauum, AoNycku

cTaHpapT
e nns OMC

® 11151 B3PbIBOOMACHOW 30HbI

® [N U3NyYeHNs nomex

® [N NOMEX0YCTONYMBOCTM
cepTudukat cooTBETCTBUSA

e mapkuposka CE

e nonyck CCC

AononHuTensHaa nHgopMauus / Be6-ccbinku

ETSI EN 301 489-1, ETSI EN 301 489-7, EN 61000-6-2, EN 61000-6-3,
EN 61000-6-4

EN 60079-15, EN 60079-0, Il 3 G Ex nA IIC T4 Gc, KEMA 07ATEX0145
X

ETSI EN 301 489-1, ETSI EN 301 489-7, EN 61000-6-4
ETSI EN 301 489-1, ETSI EN 301 489-7, EN 61000-6-2

Oa
Oa

WHTEepPHeT-CChINKa
e Ha BeO-caliT: NPOMbILLNEHHAs CBS3b
e Ha Beb-canT: Industry Mall
e Ha Beb-canT: Information and Download Center

e k Beb-calTy: NoMoLLb Npu BbIGope NPOBOAOB U
LITEKEPOB

® Ha BeO-canT: 6a3a gaHHbIX U306paKeHUn
e Ha Beb-canT: meHeaxep ckadmBaHusa CAX
e Ha Beb-canT: Industry Online Support

http://www.siemens.com/simatic-net
https://mall.industry.siemens.com
http://www.siemens.com/industry/infocenter
http://www.siemens.com/snst

http://automation.siemens.com/bilddb
http://www.siemens.com/cax
https://support.industry.siemens.com

cBepeHus o 6e3onacHoCcTU

nHopmaLms o GesonacHocT

nocnegHee UaMeHeHue:

Komnanusi Siemens npegnaraet NnpoayKUUIo 1 peLLueHns ¢ yHKLMSMU
npomelLuneHHon 6esonacHoctu Industrial Security, obecneunsatoLLmm
HapexHyto 1 6esonacHyto paboTy ycTaHOBOK, cucTeM, 060opyaoBaHuMS,
YCTPOWCTB U/unu cetein. OHM NpeacTaBnsAoT cOO0N BaXHbIE
KOMMOHEHTbI B €4UHON KOHLIENLMW NPOMbILLIMIEHHOW 6e30MacHOCTU.
[Moatomy npogykums un pelieHns Siemens NOCTOSIHHO
coBepLueHcTBytoTCA. KoMnanus Siemens pekomeHayeT perynsipHo
y3HaBaTb 06 0B6HOBNEHUSX NPoAyKUMK. [ns obecrneyeHns HaaexHowm

1 6e3onacHon paboTbl NPOAYKLMN 1 peLleHnin Siemens pekoMeHayeTcs
NPUHYMaTbL COOTBETCTBYIOLLME MEPbI 3aLUUTbI (HAaNpuMep, KoHLenuus
CEerMEeHTHOM 3aLUMTbl) U MHTEFPUPOBATb KaXXabl KOMMOHEHT B €ANHYO
KOHLEMLMIO MPOMbILLNIEHHON 6e30MacHOCTH, COOTBETCTBYHOLLYHO
rocnegHeMy YpoBHIO pa3BuUTUsi TexHUKK. Mpy aTom crneagyeT obpaliatb
BHVYMaHue Ha ucnonbdyemoe obopyaoBaHue Opyrx NPOU3BOAUTENEN.
[ononHnTenbHyo MHPOPMaLIMIO O MPOMbILLIIEHHOW Ge3onacHOCTH
MOXHO Nony4nTb Mo cebifke http://www.siemens.com/industrialsecurity.
YT106bI MOCTOAHHO Nony4YaTh MHOPMaLIMI0 06 OGHOBMNEHUSX HALLEN
MPOAYKLMMW, NOAMULLMTECH HA PACChINKY Ans KOHKPETHOrO TUna
npoaykummn. JononHUTENbHYI0 MHOPMALIMI0 MOXKHO NOMYyYnUTb

no ccoinke http://support.automation.siemens.com. (V3.4)
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