SIEMENS

JlneT Tex. paHHbIX 6GK6021-0MS2.-....

The RUGGEDCOM M2100 is an MIL-STD hardened, fully managed,
modular, Ethernet switch; 128-bit Encryption; Up to 3-Gigabit Ethernet ports
copper and/or fiber; Up to 16-Fast Ethernet ports copper and/or fiber; 2 port
modules for tremendous flexibility; Non-blocking, store and forward
switching; Supports many types of fiber (multimode, singlemode, Bi-
directional single strand) Long haul optics allow Gigabit distances up to
70km Multiple connector types (ST, LC, Micro-D)

PUCyHOK aHANonMed

HauMeHoBaHue Tuna usgenusa RUGGEDCOM M2100
CKOPOCTb Nepeaayn 10 Mbit/s, 100 Mbit/s, 1000 Mbit/s
ymncro NopToB / Makc. 19; Konnyectso NOpTOB 3aBUCUT OT KOHUrypaLumum

nHTepdencol / npoune

YUCIO 3NEKTPUHECKUNX COeMHEHMN

® [15151 KOHCONW YNpaBreHus 1
e OnA Lierew ynpasneHus 0
MCTOSTHEHME pasdbemMa NuTaHus
® 119 KOHCOMKN ynpaBneHns RJ45
® 5151 UCTOYHMKA NUTAHUSA U CUrHaNbHOrO KOHTaKTa 10-KOHTaKTHbIV KIEMMHbI GJ10K, BAHTOBOW UIN BCTABHOW, BUHTOBOW
KOHTaKT

CUrHanbHble BXOAbI/BbIXOAbI

UCrorHeHue perne KoHTakTHOe pene ¢ nepekntoyatomm koHTaktom (SPDT) B kavecTse
perne Ans KpUTUHECKMX CUTHAMOB TPEBOrU
TWN penenHoro Bbixoaa nepekntoyvatoLmm koHTakt (CO)
paboyee HanpsikeHUe / CUrHanbHbIX KOHTAKTOB
® Mpu NepemMeHHOM TOKe / Makc. 230V
® Mpun NOCTOAHHOM TOKe / MakKc. 250 V
pabounit ToK / cUrHanbHbIX KOHTaKTOB
e rpu nepemeHHom Toke / npu 250 B / makc. 2A
® rpy noctosiHHoM Toke / npu 30 B / makc. 2A

HanpsaXxeHune NUTaHus, nOTpeGﬂﬂeMblﬁ TOK, MOLWWHOCTb NOTepPb

onuun n3genus / LUINpoKoanana3oHHbIN 610K NMTaHus Oa
TUN HanpspkeHus / 1 / HanpsXXeHUs1 NUTaHusA DC

® HanpsbkeHvne nutanus / 1 / HoM. 3HaveHne 24V

® MoLLHOCTb noTepb \[BT] / 1 / HOM. 3Ha4eHne 28 W

e notpebnsembit Tok / 1/ Npu HOM. 3Ha4YeHUn 1,2A

HanpshKeHWsa NuTaHus / Makc.

® HanpsbkeHve nutanus / 1 / pacyeTHoe 3HaveHne 10...36 V
TUN HanpskeHusi | 2 | HaNnpsXXeHUs1 NUTaHusA DC

® HanpsbkeHne nNuTaHus / 2 / HoM. 3HavyeHne 48 V

® noTpebnsemMblii TOK / 2 / Npy HOM. 3HaYeHUn 0,6 A

HanpshkeHus NUTaHus / Makc.

® HanpshxkeHne nuTaHus / 2 / pacyeTHoe 3HayYeHne 36..59V
TMN HanpsbkeHus / 3 /| HanpsHkeHUA NUTaHuA DC

e HanpshkeHne nutaHus / 3 / pacyeTHoe 3HayYeHne 88 ...300 V
TUN HanpskeHust | 4 | HanpsXXeHUs1 NUTaHusA AC

® HanpspkeHve nuTaHus / 4 / pacyeTHoe 3HavyeHne 85...264 V

OKpyKaloLyme ycrnosust

OKPD\RKA0IIAd TEMNepaTypa
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® Mpu aKkcnnyatauyunun
® NpumMme4vaHue

YCroBMS aKcnnyaTaumum / 6€3BEHTUNATOPHBIA PEXUM
cTeneHb 3awuThbl IP

KOHCTPYKLUMUA, pa3Mepbl 1 Macca

-40 ... +85 °C

B TeyeHue 16 yacoB gonyckaeTcst MakcMMarnbHas paboyasi
TemnepaTtypa +85 °C

Oa

IP3X

UCMNOrHEeHVe NHAMKaTopa / cBeToanoaHasi NaHernb,
nepeaHvni Unu 3agHNn MOHTaX

KOHCTPYKUUA

YMCIIO MOHTaXHbIX €4UHUL, MO BbicoTe / Ha 19-ANMOBbIV

wkad

4YnNCNo CrnoToB

LUMpUHA

BbiCOTa

rnybuHa

macca HeTTo

XapaKTepucTuKa n3aenusi / KOHOPMHOE NOKpbLITUE
mMaTepuan / kopnyca

BUA KpenmeHumn

® 1511 MOHTaxa B 19-A10MMOBbIE CTOMKM
® HaCTeHHbI MOHTaX

Oa

19-aloriMoBas cTolika
1

10

438,15 mm

44,45 mm

303,28 mm

5,2 kg

B kavectBe onuumn

18 AWG, cTanbHol Kopnyc € rafibBaHUYECKUM MOKPbITUEM

Oa
Oa

XapaKTepUCTUKM, (PYHKLUM, KOMMOHEHTbI n3aenus / obLyuin

YUcno aBToMaTn4eCckn sanoMmHaeMmbIX MAC-ap,pecos
€MKOCTb NamMATn

e Tabnuubl MAC-agpecoB
e HakonuTernb TenerpamMm / makc.

BpemMsl 3aepXKKu kKoMMyTaTopa
CKOpOCTb Nepeaayn / komMmyTaTopa
YMCIO NPUOPUTETHBIX KAHAIOB
XapaKkTepucTuka n3nenus

e 6e3 BroKMpOBKM oYepeamn
e OycbepusoBaHHasi KOMMyTaLuUs
e TexHonorna Zero-Packet-Loss

8192

64 Kibyte
256 Kibyte
4 us

15,2 Gbit/s
4

Oa
Oa
[a; Zero-Packet-Loss npumeHsieTcsi K ONTOBOSIOKOHHBIM MHTEpdercam

byHKUMM n3genus | ynpaeneHune, KOHUrypuposaHue, NpoeKkTUpoBaHue

byHKUMA n3aenus

e CLI Oa
e BebG-ynpaBrneHne Oa
e nogaepxka MIB Oa
o RMON Oa
hyHKUMS n3aenus / ¢ KOMMyTauMOHHbIM ynpaBneHnemM Oa
npoTokon / noaaepxxmBaeTcs
e Telnet Oa
o HTTP Oa
e HTTPS Oa
e TFTP Oa
e SFTP Oa
e SNMP v1 Oa
e SNMP v2 Het
e SNMP v2c Oa
e SNMP v3 Oa
o |IGMP (oTcnexwuBaHue/ reHepaTop 3anpocos) Oa
ymncno rpynn / npu ncnons3oBaxHun IGMP 256
DYHKLMSA n3genms
e Ans noaaepxku 6asbl ynpasnstoLen nHhopmauum RFC4188
MIB / ¢ nomowysto BRIDGE-MIB
e 115 noaaepkku 6asbl ynpasnstoLLen nHhopmauum RFC2863
MIB / ¢ nomoubto IF-MIB
e Ans noaaepXku 6asbl ynpasnstoLen nHhopmauum RFC2819
MIB / ¢ nomowysto RMON-MIB
® 15 noanaepkku 6asbl ynpasnstoLen nHhopmaumum RFC4318
MIB / ¢ nomotubto RSTP-MIB
e 1ns noaaepxku 6asbl ynpaBnsioLLen nHopmMauum RFC1907
MIB / ¢ nomotubio SNMPv2-MIB
® N noaaepXku 6asbl ynpasnstoLLen nHhopmauum RFC2578
MIB / ¢ nomouwbto SNMPv2-SMI
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e Ans noaaepXku 6asbl ynpasnstoLien nHhopmauum RFC2579
MIB / ¢ nomoubio SNMPvV2-TC

® 15 noanaepkku 6asbl ynpasnstoLien nHpopmauum RFC2012
MIB / ¢ nomouubto TCP-MIB

e Ans noaaepXku 6asbl ynpasnstoLen nHhpopmauum RFC2013
MIB / ¢ nomotubio UDP-MIB

¢yHkumn nspenus / VLAN

YHKUMA M3genus

e VVLAN - port based Oa
umncno VLAN / makc. 255
naeHTugmrKaumoHHbIi Homep VLAN 1...4094
npotokon / nogaepxusaetcst / GVRP Oa

¢yHkumn nspnenusa / DHCP
dyHKUMA n3genus

e kneHT DHCP Oa
e DHCP onuus 82 Oa
e DHCP onuwus 66 Het
e DHCP onuus 67 Het

PyHKUUM n3enus / pesepeupoBaHue
hyHKUMS n3genus

e MeTof pesepBupoBaHus STP Oa
e meTo[ pe3epBupoBaHns RSTP Oa
e meTof pe3epBupoBaHus MSTP Oa
e eRSTP Oa
npoToKorn / NnogAepxuBaeTcs
e STP Oa
e RSTP Oa
e MSTP Oa

¢yHKUMN n3penus / 6esonacHocTb

dyHKUMA n3genus

o NINSP 802.1X (pagwnyc) [a

e knneHT RADIUS Oa
npoTokon / noaaepxvBaeTcst

e cnyxba naeHTurKauum yaaneHHbIx Oa

nonb3oBarenen (RADIUS)

e TACACS+ a

® 6noYyHbI nonck (SSL) a
AnvHa Kkoaa

e npu SSL 128 bit

e npu RSA 1024 bit
yHKUMA n3genus / orpaHn4eHne CKopocTu nopTa Oa

byHKUMK nspenus / Bpems

pyHKUMA M3oenus

o knneHT SNTP Oa
e cepep SNTP Oa
npoTokon / noaaepueaeTcst
e SNTP Ha
cTaHgapT
e nns 6e3onacHoctn / ot CSA n UL cCSAus (cooTBeTtctByeT CSA C22.2 Ne 60950, UL 60950, EN 60950)

(nonaHa 3asBka)
CrpaBOoYHbIN naeHTUUKaTOp

e cornacHo MOK 81346-2:2009 KF
e cornacHo MOK 81346-2:2019 KFE
cepTudukaT cooTBeTCTBUS / MapkupoBka CE Oa
cTaHgapT
e ans OMC FCC Part 15 (Class A), EN55022 (CISPR22 Class A)
Krnacc nasepHou 3almnThbl CootBetcTByeT 21 CFR, rnasa 1, nogpasgen J
cepTudukaT COOTBETCTBMUSA
o M3K 61850-3 Oa
e cornacHo FIPS 140-2 Het
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e cornacHo o6wmm kputepusam (Common Criteria
(CC))

Het

HOpMbI, cneundukaumm, AONYCKU | cooTBeTCTBME U3AeNUA

COOTBETCTBME U3aenus
e cornacHo N3P 802.3-10BaseT
e cornacHo IM3P 802.3u-100BaseTX
e cornacHo ISP 802.3u-100BaseFX
e cornacHo MIM3OP 802.3ab-1000BaseT
e cornacHo MIM3OP 802.3z-1000BaselLX
e cornacHo MNOP 802.3ad "Arperauusa kaHanos"
e cornacHo N3P 802.3x-Flow Control
e cornacHo N3P 802.1d-MAC Bridges
e cornacHo N3P 802.1d STP
e cornacHo N3P 802.1p "Knacc obcnyxuanHus"
e cornacHo N3P 802.1Q-VLAN tagging

e cornacHo IM3P 802.1Q-2005 (paHee
N3P 802.1s) MSTP

e cornacHo MIM3P 802.1w-RRST

e cornacHo N3P 802.1X-Port based Network
Access Control

e cornacHo MIL-STD 167 "Bubpauunsa”
e cornacHo MIL-STD 461-EMI

e cornacHo MIL-STD 810 "Temnepatypa n
BMNaXHOCTb"

e cornacHo MIL-S 901D "YpapHas Harpyska (kecTtkas
dukcauus)"

e cornacHo MIL-STD 1399 "MarnutHoe none
(BO34EMCTBME MArHUTHOIO NOMSA, NOCTOSIHHBIN TOK)"

e RFC768-UDP

e RFC783-TFTP

e RFC791-IP

e RFC792-ICMP

e RFC793-TCP

e RFC826-ARP

o RFC854-Telnet

e RFC894-IP over Ethernet
e RFC1112-IGMPv1

e RFC1519-CIDR

e RFC1541-DHCP (Client)
e RFC2030-SNTP

e RFC2068-HTTP

e RFC2236-IGMPv2

e RFC2284-EAP

e RFC2475-Differentiated Service
e RFC2865-RADIUS

e RFC3414-SNMPv3-USM
e RFC3415-SNMPv3-VACM

Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa

Oa
Oa

Oa
Oa
Oa

Oa
Oa

Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa

pononHuTenbHasa uHcgopmauus / Be6-ccbiniku

WHTepHeT-CChINKa
e Ha Beb-canT: Industry MallRUGGEDCOM Selektor
e Ha Beb-canT: Siemens RUGGEDCOM
® Ha Beb-caliT: NpOMbILLNEHHast CBSA3b
e Ha Beb-canT: Industry Mall
e Ha Beb-canT: Information and Download Center
e Ha Beb-canT: 6asa AaHHbIX N306paxkeHun
e Ha Beb-canT: meHeaxep ckadmBaHusa CAX
e Ha Beb-canT: Industry Online Support

http://ruggedcom-selector.automation.siemens.com
http://siemens.com/ruggedcom
http://www.siemens.com/simatic-net
https://mall.industry.siemens.com
http://www.siemens.com/industry/infocenter
http://automation.siemens.com/bilddb
http://www.siemens.com/cax
https://support.industry.siemens.com

cBefeHusi 0 6e3onacHOCTU

nHdopmaums o 6esonacHocTn

KomnaHusi Siemens npegnaraet NnpoayKuuio 1 peLLueHnst ¢ yHKLUSIMU
npombiluneHHon 6esonacHocTy Industrial Security, obecneunsatoLmmm
HagexHyto 1 6esonacHyto paboTy ycTaHOBOK, CUCTEM, 0O0OPYA0BaHMS,
YCTPOWCTB U/unu cetenn. OHM NpeacTaBnsAloT cOO0N BaXHble
KOMMOHEHTbI B €ANHON KOHLIEMLMW NPOMBILLNEHHOW 6e30nacHOCTU.
[MoaTomMy npoaykums u pelieHnst Siemens NOCTOAHHO
coBepLUeHCcTBYOTCA. KomnaHusa Siemens pekoMeHayeT perynsipHoO
y3HaBaTb 06 06HOBAEHMAX NPoAyKLMK. [Ina obecneyeHns HagexXHom
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1 6e3onacHon paboTbl NPOAYKLUMN 1 peLleHnin Siemens pekoMeHayeTcs
NPUHMMaTbL COOTBETCTBYIOLLME MePbI 3aLUUTbI (HanpumMep, KoHLenums
CErMEHTHON 3aLUMTbI) U UHTEFPUPOBATb KaXAbl KOMAOHEHT B EANHYIO
KOHLIENLIMIO MPOMBILLIIEHHON 6€30MacHOCTW, COOTBETCTBYHOLLYIO
rocrie4HeEMY YPOBHIO pa3BUTUSt TEXHUKW. [pu aToM crieayeT obpaluaTtb
BHVYMaHue Ha ucnonbdyemoe obopyaoBaHWe Apyrx NPOU3BoAUTENEN.
[ononHnTenbHyo MHPOPMaLIMIO O MPOMbILLIIEHHOW Ge3onacHoOCTH
MO>HO Nony4nTb Mo ccbirnke http://www.siemens.com/industrialsecurity.
YT06bI NOCTOSIHHO NOMyYaTh MHMOPMALIMIO 06 OGHOBIIEHMSX HaLLen
NPOAYKUMMW, NOAMULLMTECH HA PACCHINKY AN KOHKPETHOro Tuna
NpoAyKuMn. [ononHMTENbHYI0 MHPOPMALIMIO MOXHO MOMYy4UTb

no ccoinke http://support.automation.siemens.com. (V3.4)

nocrnegHee U3SMeHeHue: 17.09.2022
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